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HELP YOUR CLIENTS UNEARTH HIDDEN FRAUD TIPS

aybe the tip was penny-ante. But possibly it was the tip

of a fraud iceberg. Lead Investigator lan Richard and his

three colleagues specialize in finding out such things. All
are CFEs in the fraud unit of the office of the city auditor in a
major American municipality.

In August 2009, they received an anonymous hotline call
stating that an employee at a community center owned and op-
erated by the city was stealing a significant amount of food pro-
vided by the center’s supplier. Unfortunately, the caller did not
identify the employee by name or position, mention when and
how he was stealing the food or whether he had accomplices.

“This wasn’t predication for a full investigation, but a back-
ground check was called for,” Richard said. He learned from the
community center’s website that the center hosted a community
meal program with food provided by the supplier the caller had
named — a food pantry.

By inquiring discreetly over the web, Richard had ensured
the center’s staff remained unaware of the hotline call. He
marked the vague tip for follow-up and turned to other pend-
ing cases that had stronger and more specific evidence. Richard
hoped the anonymous tipster would call again with additional
information. Time would tell.

A few weeks later, someone provided a second anonymous
tip about the community center. Because the city auditor’s office
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is not a large organization, regardless of the way a tipster contacts
it, a combination of procedurally integrated channels ensures
that all investigators have access to the same tip. This one came
in via the office’s online complaint reporting form and stated
that a manager at the community center was violating cash
handling policies.

“That was worth a phone call to the human resources
manager of the city department that oversees the community
center,” Richard said. He informed HR that the city auditor
was beginning a fraud investigation that had to remain con-
fidential until completed. With the manager’s help, Richard
obtained the job description for every employee at the com-
munity center. This told him who handled cash and signed for
food from the supplier.

Three employees — the center’s manager, an assistant man-
ager and a clerk — performed these functions and could have
been the person(s) the caller and writer had described. So, Rich-
ard had gathered more information about the alleged frauds, but
still no one at the community center knew he was watching.

Just days after that, the telephone hotline rang again with
yet another anonymous tip. The tipster did not know an investi-
gation was underway, but now he had raised the stakes. The lat-
est report alleged that the center’s manager was renting out the
building secretly, keeping the fees for himself and not entering
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A good lead is an investigator’s best friend. But the relationship sours when a tip goes

unrecognized or is misinterpreted, which allows a fraud to continue. Encouraged by anti-

fraud legislation, more companies are setting up multi-channel hotlines. As the volume of

tips increases, so has the number mishandled when related allegations are received via

unintegrated email, websites, telephone and “snail mail.” Here are the techniques and

technologies knowledgeable CFEs use to overcome that challenge.

those transactions in the city’s central rental database. If true,
this had the potential to cause the city greater financial losses
than the other alleged violations.

Accordingly, Richard deepened his investigation and
learned that the center indeed was available for rental to gen-
erate income for the city. But, of course, there was a risk that
someone could fraudulently rent out the center “off the books.”
The caller had also mentioned that the manager was the only
person who ever scheduled rentals and that he kept a private
schedule book in his possession at all times. The information
Richard had gathered thus far made two things clear. First, any
of the three suspects could have stolen food and mishandled
cash. Second, only the manager could have committed the pos-
sible embezzlement alluded to in the last tip. Overall, he was the
primary suspect, and the alleged potential rental fraud posed the
most serious risk to the city.

Looking for more hard facts to shed light on the allega-
tions, Richard checked the city’s central rental database,
which showed that the center had been rented infrequently.
Richard and his colleagues also obtained records of the center’s
weekly cash receivables and attempted to reconcile them with
the center’s bank deposits. The two sets of entries were simi-
lar but not identical. The total amount deposited in the bank
matched the center’s records, but the bank’s tally of how much
was deposited in cash and how much in checks did not agree
with the center’s version. A superficial examination would not
have detected the discrepancy.

“That was key,” Richard said. “It was a red flag that the man-
ager was running a check-for-cash substitution scheme.” When the
investigation team attempted to confront the manager with this
evidence, he left the facility and resigned the next day. The re-
ported schedule book was never recovered. However, when the in-
vestigative team interviewed center staff, it learned of several long-
standing, undocumented renters. One, a private basketball league,
appeared to have rented the center almost every Saturday for the
past three years. As proof, the president of the basketball league
provided the investigators with three years of bank statements that
listed checks paid to the city. During that period, the manager had
reported and deposited the income from a mere 15 rentals.
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Sometimes renters had paid by check, but most had used
cash. When the manager received a check, he would not deposit
it until he received an equivalent amount of cash rental income.
Then he would report one rental but not the other, deposit
the check and keep the cash. Direct evidence proved that the
manager had embezzled $12,000 during the previous five years.
Circumstantial evidence indicated he had stolen approximately
$50,000 over a 10-year period. While none of the stolen mon-
ey has been recovered, he has been indicted for second-degree
theft and is awaiting trial.

(Note: Because the case is pending in criminal court, the
names of those involved and certain other details of identification
have been changed. However, the tips and investigation did take
place as described.)

Richard said his team detected the scheme not only because
of their investigative persistence, but because they had a well-
integrated hotline system and procedures that enabled them to
connect tips from disparate reporting channels. “The two go
hand in hand,” he said.

In FY 2010 the office of the city auditor received 173 tips
through five reporting channels: the two described above, plus di-
rect contact with an investigator by phone, email or in person; re-
ferral from other city agencies; and from audit findings. The office
expects to have received a similar number by the end of FY 2011.

In such smaller organizations, investigators benefit from
clearer visibility of all operations and potential sources of tips.
Time-tested procedures for them often are the backbone of an
operationally effective and economical hotline system.

“We produce results on every tip we receive,” Richard said.
“Some we refer to other agencies because they don’t fall within
our purview. On everything else, we do whatever is possible
and warranted.”

But what about larger organizations that receive many more
tips from a wider range of sources? This challenge increases
when the number of investigators does not keep pace with the
higher caseloads that some hotlines generate. For such entities,
integrated communications systems are necessary to gather and
share leads among numerous departments, many of which are
relatively unfamiliar with each other.
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Even so, as the following discussion illustrates, automated
systems cannot carry the day alone. For the foreseeable future,
organizations will have to augment them with well-integrated
analytical procedures and techniques if they hope to fully con-
nect, assess and act on all the tips they receive.

TOO LITTLE, TOO LATE
A large manufacturer engaged Bethmara Kessler, CFE, CISA,
PI, and Lynne Frishman, CFE, managing directors of The Fraud
Risk Advisory Group, a consultancy in Melbourne, Fla., to de-
termine whether, as reported on its hotline, one of its managers
had a conflict of interest involving a vendor.

The allegation named the manager but not the vendor.
So Kessler and Frishman compared the manager’s activity to
that of her peers and found significant differences. For example,
the suspect appeared to have an unusually close relationship
with certain vendors. Addition-
ally, when interviewed, numerous

their hotline systems. So they often give statistical summaries
and a few representative tips and complaints to audit committee
members and other key stakeholders.

“That doesn’t offer executives and investigators any useful
insights on fraud,” Kessler said. “These systems might capture
lots of valuable information, but their standard reports are based
on a superficial analysis of it. That does not help you understand
individual fraud risks and schemes. Nor does it tell you which
fraud prevention measures work and which don’t.”

Such analytical myopia and its symptoms are far from rare.
According to the 2010 ACFE Report to the Nations (p. 47),
“Nearly one out of five [fraud] victims retained the same control
system — or lack thereof — that was ineffective in preventing the
reported fraud schemes.” The Report notes that only 7.9 percent
of organizations modified their hotlines after discovering fraud.

“As we have seen,” Frishman said, “a hotline system can re-
main persistently uncoordinated,
with tips and leads repeatedly tagged

employees and vendors expressed
concerns about the manager’s eth-
ics because she socialized with sev-
eral vendors. Many of her co-work-
ers also acknowledged calling the
hotline with tips about the man-
ager but had done so anonymously
because they feared her.

The company had not de-
veloped those leads because they
seemed too imprecise to warrant an
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inaccurately and referred to staff who
do not understand their significance
or know how to handle them. Some
tips do not contain the keywords
that will cause them to be routed
to an appropriate investigator. For
example, a hotline call that said,
‘I'm scared I might get in trouble,’
might be routed to HR, while one
that said, ‘I'm worried I might be re-
taliated against,” could be referred to
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investigation. But Kessler and Frish-
man found the hotline complaints
had been tagged inconsistently and
thus were routed to investigators in a variety of departments —
HR, compliance and security — that communicated with each
other only sporadically. That was particularly unfortunate, Kes-
sler added, because there was enough detail in the complaints —
if viewed together — to provoke an investigation.

Kessler and Frishman checked ownership records, and they
discovered that the manager had interests in several vendors
with friends and relatives and was overpaying for materials her
employer bought from them. The scheme already had cost the
company $2.5 million. But most of it had occurred after other em-
ployees had called in the tips that, if connected and investigated
together, would have limited the company’s losses to $500,000.

“To make matters worse,” Frishman said, “when their hot-
line calls had no effect, the employees who had made them now
thought management was corrupt and would not stop fraud even
if told about it. If those workers had revealed this to others, it
might have emboldened some to commit fraud themselves.”

Screen shot No. 1

ALLTOGETHER NOW
Many organizations do not have sufficient resources to coordi-
nate and interpret the enormous amounts of data flowing into
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the legal department. Although two
such calls might relate to identical
situations, the slight differences in
their wording could greatly vary the responses they receive.”

To counteract this tendency, Kessler and Frishman began
speaking with clients about mining their hotline data to ensure
that data ambiguities and inconsistencies would not prevent
them from seeing important connections between tips. Such
analysis has become an innovative service for them.

The firm also recommends that clients periodically test
their hotlines. To illustrate this, Kessler will call in a complaint
and observe how the system classifies and routes it. “Sometimes
they get it wrong,” she said. “But training can quickly resolve
such deficiencies, as long as someone detects them. Companies
periodically check their fire and smoke alarms. They should do
the same for their hotline systems.”

[t is also important to determine whether any reporting
channels are not integrated with the hotline. “It’s a recipe for
missed leads when the person who manages the hotline is not
also responsible for its ancillary systems,” Frishman added.

PARSING FRAUD TIPS
Every hotline system Kessler and Frishman have worked with is
text-based. But that does not guarantee uniformity of data formats.
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“The resources that the ACFE has provided to me to
support education in fraud examination for college
students over the past 10 years have been wonderful.”

Heather S. Rogers, CPA
ACFE Member Since 2003

Associate Professor of Accounting

Chair, Department of Economics
and Business
Whitworth University

| work as a full-time professor at
Whitworth University and also
maintain a private CPA practice.
The training and education |
have gained as a member of the
ACFE (both nationally and in my
local Spokane, WA chapter) have
provided me with essential tools
needed to assist clients and law
enforcement with issues related

to fraud.

Learn more about how ACFE membership can help you in your career.
Visit ACFE.com/member-benefits
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In fact, the tip files they analyze are so varied in format that
Frishman has to analyze them with a data analysis software ap-
plication. The aim is to illuminate inter-tip relationships that
would otherwise escape the notice of investigators.

First, with the hotline manager’s blessing, Kessler and Fr-
ishman assemble an electronic text file (screen shot No. 1 on
page 34) of tip and complaint data from all available sources
— for example, hotline and complaint databases, investigation
case management tools, outside hotline and compliance sys-
tems, department spreadsheets and email or hard-copy messages
to senior management.

Next, Frishman imports the text file into the software
(screen shot No. 2 below) to normalize the raw data into a user-
friendly format (screen shot No. 3 below) and give Frishman
more flexibility and capability to work with the data than the
hotline reporting systems do. This reveals previously unidenti-
fied commonalities (e.g., date, location or suspect’s name) be-
tween tips. For example, using the software’s analytical func-
tions, she summarizes the data (screen shot No. 4 on page 37),
revealing that of all the individuals named in the tip and com-
plaint text file, only one — Jackson — has been involved in
more than one incident.

Now investigators can focus more closely on all the data
pertaining to the four incidents involving Jackson, and, if war-
ranted, investigate further. Fully analyzed in this manner, large

few have been willing to spend much time finding out whether
they contained any useful evidence or intelligence. Stuck in il-
logical ruts, some companies simply record over earlier video
without ever examining it. Often, when there is an urgent need
to search a video log, the record has been overwritten.

For those organizations that have retained large libraries of
security video, the cost of mining that data has most often ex-
ceeded its benefit. But recent technological advances have made
it possible to search video quickly and efficiently.

BriefCam is a system that compresses video, intelligently
eliminating hours of worthless static images so that an analyst
can quickly find dynamic footage of significant events. The prod-
uct proved its value at a 2010 security trade show in Dallas, Texas,
where a night-shift cleaning crew stole an exhibitor’s unsecured
laptop. In the morning, exhibitor staff using BriefCam browsed
an entire night’s worth of security video in minutes, identifying
the thieves and enabling police to quickly recover the laptop.

AlSight software applies artificial intelligence (Al) algo-
rithms to live video feeds, discerning suspicious activity “on
the fly,” so that security breaches can be addressed as they take
place. A fraud-related application might be detecting suspicious
behavior at a secure location, such as a warehouse entry gate.
While it is normal for a delivery vehicle to stop for clearance, it
is not normal for someone to slip out of its passenger-side door
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while the guard is focused on the driver. AlSight can recognize
such potentially fraudulent activity and alert security personnel
without human assistance.

Once an organization achieves such insights, the challenge
is to maximize their usefulness. Derek Brink, a vice president
in the Aberdeen Group, a market research consultancy in Bos-
ton, Mass., authored a 2010 white paper, “The Eyes Have IT.”
Brink observed that most companies that excel in video analyt-
ics share certain best practices, including:

e Systematic collection, normalization and correlation of video
data.

e Standardized audit, analysis and reporting on video data.

e Communication of video-tracked events and resolutions to
key stakeholders.
Each of these data analysis and utilization practices would also
serve hotline managers well, which supports the notion that the
right anti-fraud techniques can be effective in more than one arena.

MUST-HAVE: AN INTEGRATED HOTLINE SYSTEM

It has always been a good idea for organizations to give their
employees and other stakeholders a way to safely report poten-
tial fraud to management. On Aug. 12, 2011, it became an even
better idea. That day the Securities and Exchange Commission
(SEC) issued a final rule implementing whistleblower provisions
the Dodd-Frank Wall Street Reform and Consumer Protection
Act had added to the Securities Exchange Act of 1934. Under
those provisions, retaliation against whistleblowers is prohibited
and heavily penalized and large bounties are potentially avail-
able for reporting securities fraud to the SEC. Based on past
experience and increased volume since the passage of Dodd-
Frank, the SEC expects to receive approximately 30,000 tips,
complaints and referral submissions each year.

To manage these reports, the SEC has launched a new
Tips, Complaints and Referrals Portal (https://denebleo.sec.gov/
TCRExternal/disclaimer.xhtml). Thousands of SEC employees
have access to information already in the portal’s database and
can add more. It remains to be seen how effective the new sys-
tem is and whether the SEC has enough investigators to deal
with the tip avalanche it anticipates.

However, the SEC’s system is not the only one under pres-
sure to perform. Tipsters can be eligible for a bounty even if
they give a lead to the SEC instead of doing so internally. Thus,
companies that employ such whistleblowers might suffer greater
harm from fraud charges — true or not — than ever before.

For example, if a tip given to the SEC but not to the com-
pany turns out to be false, the company still might incur legal
expenses greater than it would have if the whistleblower had
had enough confidence in the company’s ethical culture and ho-
tline system to first submit the tip internally.

Alternatively, if a tip given to the SEC but not to the com-
pany is well-founded, the company will not only bear great legal
expenses associated with the confirmed fraud. It also might face
higher penalties because of its possible failure to comply with the
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Screen shot No. 4

U.S. Sentencing Guidelines mandate (in section 8B2.1) to “have
and publicize a system, which may include mechanisms that al-
low for anonymity or confidentiality, whereby the organization’s
employees and agents may report or seek guidance regarding po-
tential or actual criminal conduct without fear of retribution.”

The SEC’s whistleblower program will have the greatest im-
pact on public companies, which issue securities and thus are
exposed to the kinds of fraud that fall within the SEC’s jurisdic-
tion. But because the SEC regards anyone working for a private
subsidiary or affiliate of a public company as a potential securities
fraud whistleblower, those employees too might be tempted to
tip off the SEC before reporting fraud internally. And that would
expose those nonpublic companies to the same disadvantages as
public companies whose ethics and compliance programs — and
hotline systems — do not inspire employee confidence or trust.

Interestingly, the 2010 ACFE Report to the Nations said
(on p. 18) that among the 1,843 cases it analyzed, “privately
owned companies tended to have the fewest frauds detected by
tip and the most frauds caught by accident, both of which were
also true” in [the 2008 ACFE] Report. The 2010 Report added
(on p. 42) that “Hotlines were the control with the greatest as-
sociated reduction in median loss, reinforcing their value as an
effective anti-fraud measure.”

The Ethics Resource Center’s latest National Business Eth-
ics Survey, released in 2009, reported (p. 30) that nearly 15 per-
cent of U.S. workers observed some “red flag” behavior during
the survey period. Yet 30 percent of those employees said they
did not report their observations. Furthermore, hotlines were
the least frequently used reporting channel in 2009 (p. 35); only
3 percent of reports were made by hotline.

These striking considerations and findings persuasively in-
dicate that most organizations would benefit from having a well-
integrated hotline system. Of course, once a tipster has reported a
fraud internally, it is up to the employer to develop that informa-
tion to its fullest practical value. To investigators, few things are
more tragic than an important tip whose crucial relationship to
another lead goes unrecognized, hindering insight and allowing a

Pt

fraud to continue while losses mount. And yet it happens. Q\

Robert Tie is a New York business writer. His email address is:
bob@robertie.com.
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